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Private equity firms are having to double 
down on cyber risks in the current 
climate, as hackers exploit the chaos 

caused by Covid-19 to target PE-backed com-
panies with ransomware attacks. In a recent 
Bloomberg article, the point was made that 
as many PE owners have deep pockets, they 
are a prime target for ransomware attackers, 
especially those driving operational efficien-
cies to improve a company’s P&L position; this 
can, in certain circumstances, lead to stripped 
back cybersecurity operations. 

As Mike O’Malley, vice president at 
Radware, told Bloomberg: “You’re telling 
attackers you’re going to inject a large amount 
of capital into a company that presumably has 
valuable intellectual property,” adding, “It’s like 
giving them a road map to the pot of gold.”

Investment managers will always approach 
cyber risk, and how they protect data, in their 
own idiosyncratic way. Often it comes down 
to operating budgets and how much senior 

management are willing to commit to embrac-
ing sound cybersecurity best practices. This 
does seem to be changing, as private equity 
investors double down on cyber-related risks 
as part of their ODD process. 

Dannie Combs is SVP and CISO at 
Donnelley Financial Solutions (‘DFIN’). He con-
curs that ransomware attacks on PE-backed 
companies is certainly an area of increasing 
risks, especially during the acquisition process. 

“Bad actors watch these trends very closely, 
and exploit them,” says Combs. “With respect 
to PE firms in particular, one of the most 
common questions we get asked is, ‘How 
should I look at cybersecurity?’ 

“They need to protect not only their own 
organisations but it also needs to be a top-line 
item as part of their investment due diligence 
process. Whether they do this internally, or 
hire a cybersecurity firm to help conduct a 
technical assessment of the target company, 
that risk needs to be understood. 

Key data security 
considerations for PE groups

By James Williams

http://www.privateequitywire.co.uk
https://www.bloombergquint.com/businessweek/private-equity-is-a-big-target-for-ransomware-attacks
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managing partner of C5 Capital, one of the 
UK’s leading cybersecurity investment man-
agers. “Many of the clients of our portfolio 
companies are PE groups, who all practice 
extensive cybersecurity due diligence, both 
pre-transaction as well as running comprehen-
sive cybersecurity programmes for their own 
portfolio companies.” 

One of the leaders in this field is Permira. 
They have set best practices and a gold stand-
ard for both cyber due diligence before they 
invest and maintaining good cyber hygiene 
in their portfolio companies during the invest-
ment management period. 

Harragan believes that cyber risk is a topic 
that can no longer be ignored. In his view, it 
has the potential to adjust the EBITDA of a 
deal, but it can also be used as a value crea-
tion proposition quite strongly. 

“When it comes to selling a portfolio asset, if 
you can evidence cybersecurity being controlled 
and invested in throughout the investment hold-
ing period, it is going to add value. 

“If we do cybersecurity due diligence pre-
deal for a client and we identify, for example, 
15 risks, of which two are high, we advise the 
deal team to add the risk remediation activities 
to be written into the term sheets, suggesting 
that these two high risks be mitigated within 
the first six months of ownership. And 
thereafter, perform a pro rata review,” explains 
Harragan. 

“If you go back to the Yahoo, Verizon deal, 
the economic impact that Yahoo’s breach had 
on the valuation of that deal was enormous.” 

The attack in question happened in 2017. 
Although the deal went ahead, the original 
USD4.8 billion purchase price made by Verizon 
Communications ended up being discounted 
by USD350 million. 

PE firms operating in the large-cap M&A 
space with billions of dollars in capital com-
mitments are leaning on trusted technology 
partners and cyber specialists to keep sensi-
tive deal information as watertight as possible, 
as they cast an eye back to the financial 
impact felt by Yahoo. 

This is helping to not only protect their 
investment interests but also, crucially, how 
PE managers assess the cyber risks of target 
companies at the pre-deal acquisition stage. 

According to Paul Harragan, director of 
cybersecurity at the operational transaction 
services department of EY, large-cap firms 
have definitely adopted cybersecurity earlier 
than mid-market firms “and I would estimate 
75 per cent of the PE industry now takes 
cybersecurity very seriously”. 

“It’s now a board agenda topic,” he says, 
“and it applies across the investment lifecycle, 
with regular reviews of their portfolio compa-
nies. Part of this is being forced by insurers 
and other market influencers.”

“Cyber controls must be, and generally are 
a board topic,” says George Ralph, Managing 
Director, RFA (UK). “Most of our clients glob-
ally take a risk mitigation approach to cyber 
risk and implement a fully informed risk impact 
strategy. They want to implement the very 
highest level of cybersecurity to ensure that 
their data and that of their portfolio companies 
is protected.”

Cybersecurity has become a critical compo-
nent of due diligence for all the reasons one 
can imagine; everything from compliance risk to 
intellectual property risk and legal liability risk. 
If one buys a company that has been hacked 
and a huge data breach emerges, even if that 
breach started before you became the owner, 
the risks of liability, financial fines and reputa-
tional damage are huge. Reps and warranties 
can help but they aren’t a complete solution. 

“If a company’s intellectual property has 
been compromised, you may find yourself 
buying something that is completely worth-
less,” comments Andre Pienaar, founder and 

If a company’s intellectual property has been 
compromised, you may find yourself buying 
something that is completely worthless.
Andre Pienaar, C5 Capital

http://www.privateequitywire.co.uk
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Covid-19… a black swan event
The threat landscape is constantly evolving, and busi-
ness operating models change. It’s not like a PE group 
can do a one-off risk assessment. They need to threat 
model the future to make sure they have the mechanisms 
in place to handle any inbound risk over the duration of 
the investment. 

Assessing cyber risk is essentially a form of threat intel-
ligence, which firms like EY and others can provide. Who 
would have predicted the threat landscape created by 
Covid-19; it was a completely random ‘black swan’ event.

Firms not only have to deal with risks to protect the 
perimeter of their offices but as their operating models 
adapt to the current climate they are now having to sup-
port potentially hundreds of staff working remotely, beyond 
the perimeter. 

“We work closely with clients to mitigate the risks asso-
ciated with remote working, which are numerous,” explains 
Ralph. “The key risk right now is that the change in operat-
ing model is of course public and the timelines were and are 
tight. Attackers are taking advantage of the chaotic situation 
and that people’s emotions are running higher to exploit. A 
key priority is user training and increasing their vigilance. 
Identifying and reporting suspicious emails is crucial. 

“At the company level, deploying centrally managed 
security systems, which continually monitor and protect the 
endpoints, are a good idea. Clearly, ensuring communication 
with staff, investors and regulators about impactful policy 
and operating changes are also important, there can be no 
ambiguity around best practice and company expectations.”

“Attackers can hide quite well and there is evidence 
they are exploiting users’ home networks. Even though you 
might have great firewalls in your business, the infrastruc-
ture you have at home is far less secure and not managed 
by the employer.

“Cybersecurity teams are having to adapt and pivot to 
the new operating model which widens the threat land-
scape they have to protect,” says Harragan.

According to ThreatCloud, a live cyber threat tracker 
launched by software technology company Check Point, 
close to 90 billion attempts at compromising data security 
occurs globally on any given day. Compare this with the 
approximately 6 billion searches people conduct on Google 
every day.

The recently published study called Cyber Risk Oversight 
2020: Key Principles and Practical Guidance for Corporate 
Boards, published by the National Association of Corporate 
Directors (NACD) in partnership with the ISA, says that the 
very first principle for board cyber-risk oversight is under-
standing that cybersecurity is not an IT issue – it is an 
enterprise-wide risk management issue.

According to the Cyber Security Breaches Survey 2019, 
published on www.gov.uk, more than a third of UK busi-
nesses identified cybersecurity breaches or attacks in the 
last 12 months. Among the companies identifying breaches 
or attacks, 32 per cent needed new measures to prevent 
future attacks. Nearly half of businesses (48 per cent), iden-
tified at least one breach or attack a month.

Incorporating security early
New research by EY reveals that almost two-thirds of com-
panies are failing to incorporate cybersecurity at an early 
stage as they focus on tech-enabled transformation pro-
jects and innovation.

Early findings from the latest EY Global Information 
Security Survey (GISS) reveals that just 36 per cent of 
cybersecurity teams are asked to play an early and integral 
role in such initiatives.

In Harragan’s view, given that risk control is very frag-
mented today, transparency is one of the critical points for 

http://www.privateequitywire.co.uk
https://protect-us.mimecast.com/s/6sM7C2k1O5UZKgrGInGnyG?domain=gov.uk


OV E RV I E W

DATA SECURITY | Apr 2020 www.privateequitywire.co.uk | 7

investors in terms of realising the highest return on invest-
ment. Different houses handle risk differently, as some PE 
firms take a high risk profile approach while some don’t.

“Before you go into the due diligence process, you have 
to formulate a risk assessment criteria with your investor, 
where you position this as a baseline against industry best 
practice and the investment hypothesis, which outlines how 
capital will inject and evolve the risk landscape,” he says.

Referring to the EY figures cited above, Pienaar feels 
that not enough GPs have invested in appointing and 
recruiting a CISO. In his view, it has become an essential 
role in any PE or VC investment firm. 

“At C5 we have our own dedicated Chief Information 
Security Officer (CISO), who focuses on the cybersecurity 
of our business. We have agreed metrics in place to meas-
ure our cybersecurity performance, and our CISO reports 
on these to me, as the CEO, on a weekly basis, and to 
the wider board every month. We also regularly review the 
cybersecurity performance of each of our portfolio compa-
nies, and we encourage best practices on a peer-to-peer 
basis between the CEOs of our portfolio companies,” com-
ments Pienaar. 

He says that in respect to transparency, knowledge 
sharing is important. “At C5 we have a cyber resilience 
programme for our LPs, through which we help ensure our 
LPs are at the cutting edge of cybersecurity innovation. We 
also have cybersecurity as a standing item on the agenda 
at board meetings with all of our portfolio companies.”

Having that alignment in place, both at the GP board 
level, and the portfolio company board level, is key to 
ensuring PE/VC groups are able to stay one step ahead of 
the game and demonstrate to regulators and investors alike 
that data security is a central tenet of their operating model. 

Good security needs good metrics
Good data security practice also relies on having clear met-
rics in place, as part of on ongoing review model. 

One of the tools that has become very useful for cyber 
due diligence and also for monitoring cybersercurity in an 
investment company is cybersecurity ratings. 

“This is an independent external scorecard assessment, 
and there are a number of these product offerings now in 
the market. It is basically a cybersecurity equivalent of a 
credit rating. One of these ‘outside in’ assessments looks 
at network security, website security, what is the inter-
net traffic going into and out of the network, what is the 
cadence of patching software and so on. These sorts of 
arrangements have become of critical importance to be a 
sustainable PE/VC investor.

“As someone in my own right as an LP, I wouldn’t invest 
in anyone without knowing they have these sorts of best 
practices in place,” argues Pienaar. 

John Egglestone is the CTO at Pantheon, one of the 
industry’s leading PE investment groups. He stresses that 

data security risks are always front of mind and continue to 
form a material part of Pantheon’s ODD processes. 

“As I speak to you, the industry is indeed seeing increas-
ingly sophisticated cyber attack attempts, and although this 
is not a new pattern, there is a pronounced step up in 
volume with millions of home-based workers. As new ways 
of combatting cyber risks are invented, criminals find new 
routes; accordingly, cyber security is an area where it’s 
important to be on the frontline at all times, and where 
companies like Pantheon necessarily have to focus on con-
tinual enhancement.

“Clearly technology risk mitigation needs to be highly 
robust. Pantheon ensures robustness from a threefold per-
spective, whereby we consider the confidentiality, integrity 
and availability aspects of the data we hold. 

“In terms of incoming data, we undergo regular audits 
from clients, our parent company and regulators globally, 
in addition to tests and verification which we commission 
internally. Together, these ensure that we have appropri-
ate levels of check and balance, and help us to focus 
where there might be areas for further enhancement or 
adjustment.

“As regards outgoing data, we focus on due diligence 
of our vendors where our vendor management processes 
include a focus on their cybersecurity as well as other 

As new ways of combatting cyber risks are 
invented, criminals find new routes; accordingly, 
cyber security is an area where it’s important 
to be on the frontline at all times.
John Egglestone, Pantheon

http://www.privateequitywire.co.uk
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third party risks. This isn’t just technology verification, but a 
wider, cross-departmental approach including, for example, 
our Risk and Compliance teams.”

Understand vendor risk
The point Egglestone makes about vendor due diligence 
is an important one. While PE groups are still getting up to 
speed in respect to embracing technology, those that are 
doing so must remain mindful that when using outsourced 
cyber risk and other IT vendors, they are not, by extension, 
outsourcing their responsibilities. 

As such, understanding the cyber credentials of any 
vendor is just as important as understanding the financial 
health of a portfolio company. 

As DFIN’s Dannie Combs explains, the stakes to getting 
this wrong today are just too high; not just for PE groups, 
but any investment management company.

“I believe it is paramount that we hold any third party 
data vendor or technology partner, particular if that partner 
is entrusted with confidential information, and that we hold 
any third party vendors accountable for demonstrating their 
commitment to data security,” says Combs. 

“Virtually every one of our clients has demonstrated 
either a renewed commitment to security or a sharp 
increase in their expectations of security. The majority of 
our clients measure our commitment to security as part 
of their pre-sales process when selecting their preferred 
technology partner. 

“On an annualised basis, the majority of our clients want 
to make sure we haven’t lost focus, and that we continue 
to do what we said we would do as part of those early 
discussions. We have annual audits, our incident response 
plans are reviewed, and we refresh our cybersecurity pol-
icies and procedures to ensure they are properly aligned 
with the evolving threat landscape.”

Credential theft going through the roof
Exploitation only happens when best practices are not 
being adhered to. This means PE groups must adopt a cul-
ture of good hygiene, driven from top management down, 
so that all employees understand the seriousness of how 
they use and share data internally with colleagues, and 
externally with service providers and investors. 

Malware and phishing attacks continue to become 
more sophisticated and more automated as bad actors 
avail of the very same cutting edge technologies (machine 
learning, natural language processing, etc) being used by 
industry participants. Credential theft is designed to target 
human vulnerability; it can happen to anyone at any time. 

As one cyber specialist observes: “There is now so 
much credential theft happening in the marketplace. These 
are being sold on the dark web, where sales have gone 
through the roof. I’ve seen some pretty sinister phishing 
campaigns being sent out to target firms.”

“If you conform to best practice and your business 
adopts the policies set by its cybersecurity leadership 
using multi-factor authentication, encryption methods and 
scalability contingencies then businesses will be able to 
handle this,” explains Harragan.

“However, based on my pre-deal cybersecurity due dili-
gence experience for PE firms, I rarely see any contenders 
of top grade. No one scores perfect in all aspects of data 
security. There’s always maturity to be gained in all busi-
nesses, putting in place the correct control mechanisms 
that suit their operating model rather than what the industry 
tells them to invest in.”

At Pantheon, Egglestone stresses the importance of 
taking a holistic approach to data security, which centres 
around the three pillars of people, process and technology. 

When considering data security specifically, all three of 
these must be robust to ensure effectiveness, he says, as 
comprehensive technology solutions alone are not enough 
to keep data secure. 

“Now that our global team is working from home under 
our BCP, their vigilance is more important than ever. It is 
entirely correct that there is a market drive to increase 
investment transparency and receive a more granular level 
of detail. This is where, in addition to technology safe-
guards, the people and process elements come in. 

“As well as comprehensive technology controls and 
data integrity checking, these increased requests arrive 
into a broader cross-section of teams around the business. 
This is where Pantheon’s focus on process governance, 
user training and regular cyber awareness testing plays 
an important role. Pantheon not only fully recognises the 
evolving landscape of data security risk, but prioritises that 
mitigating this risk must be an integral part of everything 
that we do. Our approach is to combine consideration of 
data confidentiality, integrity and availability with an over-
lay of mobilising our people and technology to ensure 
effectiveness.”

To conclude, one of the unexpected benefits to data 
privacy and security has been the introduction of General 
Data Protection Regulation (GDPR) in the UK and Europe, 
which has quickly become the leading regulatory standard. 
This has certainly helped focus the minds of CEOs and 
pushed cyber risk from becoming merely an IT issue, to 
very much a business critical issue. 

Fines have been introduced, and companies are now 
far more aware of their data security responsibilities but as 
a final remark, Harragan comments: “What companies are 
struggling to forecast and calculate is there isn’t a metric 
to understand brand damage at the moment to quantify it. 
If a company is breached it could lead to millions of dollars 
in IT upgrades or re-engineering software and customers 
choosing to boycott the brand; so there are other financial 
penalties to be taken into consideration over and above 
what the regulations impose.” n

http://www.privateequitywire.co.uk
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At Donnelley Financial Solutions (‘DFIN’), a leading 
risk and compliance solutions provider, security is 
embedded in its DNA. Over the years, the firm has 

built out an array of financial technologies to support its 
clients as they operate in increasingly complex markets, 
where risks come in a variety of forms; not least of which 
is the constant threat to data security. 

“It’s top of mind for us and all of our clients as we build 
out and deploy solutions that they use every day,” says 
Dannie Combs, SVP and Chief Information Security Officer. 
“Communicating the importance of security and adhering 
to data protection laws across the globe is of critical import 
to us. Our clients have to trust us to protect their data at 
the end of the day. We are humble to earn that trust, and 
we work diligently to make sure we exceed our clients’ 
expectations.”

Combs is well accustomed to the challenges DFIN’s cli-
ents face. During his military career in the United States Air 
Force, he held a number of security and operational 
risk roles under the United States Air Force, wit-
nessing first-hand the consequential impact that 
cybersecurity shortcomings had; whether they 
were nation state-sponsored attacks, or terror-
ism efforts using cybersecurity techniques to 
cover up or fund nefarious activities. 

“I’ve seen first-hand the negative impacts 
cybersecurity attacks can have, beyond the busi-
ness landscape where it tends to be intellectual 
property theft and financial-related drivers. There’s 
a phrase one of our great generals once said, 
‘We train to fight and we fight to train’. 

“From an operational per-
spective, DFIN does just that. 
We conduct regular phishing 
exercises with clients, we’re 
consistently hunting down 
adversaries and we use a lot 
of the same basic techniques 
that go back 25 years.”

In that respect, offence is the best form of defence as 
PE firms begin to embrace digitalisation more fully, primar-
ily through the use of cloud-enabled technologies. Part of 
this shift in mindset is in response to the serious nature 
of data security breaches, if proper cyber processes and 
controls are not in place.

“We want to provide our clients with features and 
functionality to make their lives easier, and automating pro-
cesses where possible, yet at the same time we have to 
ensure they remain protected from unauthorised access, 
data leakage, etc,” explains Combs. “The diversity of our 
products and services does lend itself to some technical 
complexities but whether it be multi-factor authentication 
or encryption of data in transit and at rest, we have a 24/7 
SOC that is laser focused on ensuring we understand our 
adversaries.” 

Another complexity relates to the sheer diversity of data 
protection laws globally; especially in the UK and Europe 

with the introduction of GDPR. This regulation has set 
the benchmark for data privacy and led the way 
for data protection laws to subsequently be intro-
duced not just in the US but across the globe; 
there are now more than 120 countries with 
national data protection laws.

Crimeware-as-a-service
As PE firms ingest and share increasing 
amounts of data, not just internally but externally 

with investors and key service providers, they 
are becoming more exposed to cyber threats. 

This is requiring GPs to put great emphasis 
on insuring their technology partners 

demonstrate their commitment to 
cybersecurity. 

Combs refers to one trend he 
has started to observe called 
‘crimeware-as-a-service’, which is 
illustrative of how far we’ve come 
as relates to cyber crime. 

When it comes to data 
security, offence is the best 

form of defence
Interview with Dannie Combs

D F I N
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“You now have hackers buying or selling hacking tools 
that enables less talented individuals to initiate a ransom-
ware attack,” he says. 

“Once a hacker targets a PE firms and infects their 
system with ransomware, the victim might try to pay the 
ransom with Bitcoin but if they run into technical issues 
these crimeware-as-a-service providers also help the 
bad actors with payment collection. We certainly see an 
increase in this type of activity in Europe. It’s been quite 
remarkable.” 

Ransomware continues to be a very problematic attack 
that large organisations struggle to mitigate; the higher pro-
file the name of the firm, the bigger the target. 

In 2019, Combs observes there was actually a 37 per 
cent drop in overall ransomware attacks. However, there 
was a 53 per cent increase in targeted ransomware 
attacks, with a particular focus on enterprise. Bad actors 
have moved away from ‘retail’ consumers, he says, and 
moved more towards targeting corporations, stating that 
“three quarters of the recorded ransomware attacks last 
year targeted US-based corporations, including PE groups”. 

As best practice, PE managers are being urged to put 
processes in place to regularly back-up their systems. 
Unfortunately, the reality today is not if but when a ransom-
ware attack happens. 

Moreover, failing to regularly practice the restoration of 
one’s data can really become a problem in the moments 
that matter. Doing this regularly can make a huge differ-
ence and help mitigate data security risk. 

“Another area that is very successful, if not the most 
successful means of delivery for ransomware and other 
attacks, is through phishing,” says Combs, who notes that 
phishing attacks are now becoming so sophisticated, bad 
actors are able to initiate what appear legitimate phone 
calls, such that it is increasingly difficult to tell if the voice 
on the end of a telephone call is real or actually automated. 

“That is causing a lot of disruption as people continue 
to be the victims of these phishing attacks.”

Cloud security is not a panacea
Part of the data security conundrum for PE firms is that 
oftentimes, they like to run ‘lean and mean’ businesses, 
organisationally. The cloud has been a particular driver for 
this, allowing managers to reduce technology spending by 
benefiting from economies of scale. Most cloud breaches, 
however, have typically been exploited through remote 
access services that were ill configured, or poor use of 
passwords. 

While the cloud has really enabled PE firms, the assump-
tion that AWS, Google and Microsoft have fully addressed 
cloud security completely would be naïve. 

As the CISO for a major financial institution, charged 
with keeping clients data secure at all times, one of the 
biggest challenges for Combs and his team is staying on 

top of, and understanding, all of the attack trends and the 
mitigation trends. 

“Another would be ensuring that we are educating our 
users, as well as our employees and supply chain partners 
on those risks and best practices. And that we remain 
focused on measuring ourselves against our policies and 
procedures to ensure we ourselves are adhering to those 
best practices. 

“In the era of Big Data, we need to build and deploy 
technology that can provide what I refer to as near real-
time enterprise-wide security monitoring. We want to know 
who did what, where, when and why. 

“At DFIN our aim is to systematically reduce cyber risks, 
in as close to real time as possible,” explains Combs.

The technical complexity; the sheer breadth of data 
being used by clients, and the fact that bad actors are 
becoming ever increasingly sophisticated…all of those ele-
ments combined create challenges for any CISO today. 

Automation of cyber defences
And it is also worth stressing that while the media gets 
excited by advances in machine learning, Natural Language 
Processing and so on, the fact is bad actors are them-
selves using these latest technologies too, to help them 
automate cyber attacks. That trend is only likely to move 
on an upward trajectory. 

“There are, however, a number of exciting technologies 
coming out of Israel and the US, to address the problem 
of Big Data, which takes up a lot of computing processing 
power to build insights and perform correlation analysis 
to identify irregular activity which then allow our security 
analysts to investigate and respond accordingly. 

“I think you’ll continue to see significant advances in 
automation of cyber defences over the coming years,” con-
cludes Combs. n

D F I N

Dannie Combs
Chief Information Security Officer, DFIN

As SVP, Chief Information Security Officer, Dannie Combs has 
overall responsibility for cybersecurity at Donnelley Financial 
Solutions, a publicly-traded, full-service solutions provider 
for regulatory compliance, capital markets transactions, and 
shareholder communications. Dannie brings 24 years of 
cybersecurity and information assurance experience to Donnelley 
Financial Solutions. 

Prior to joining Donnelley Financial Solutions, Dannie was 
the senior leader responsible for overall network security for the 
fifth-largest US-based wireless operator supporting > 20 million 
mobile subscribers. From 2001 to 2009, he consulted with a 
number of organisations to build and mature technology security 
programmes and organisations as interim CISO, security architect, 
and more. 

Dannie is also a ten year veteran of the United States Air 
Force when he served as a cyber threat specialist supporting a 
variety of military and national security organisations.
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The increasing pressures on private 
equity firms to follow compliance rules 
and maintain transparency, coupled 

with the plethora of online systems to manage 
several communication avenues and priorities 
both internally and externally, are presenting 
some very real challenges for financial organ-
isations today.

Private Equity Wire spoke to George Ralph 
of RFA to find out about the ways the company 
helps private equity firms navigate any obsta-
cles that may show up along the way. 

A certified GDPR, cyber assessor, audi-
tor, architect and cybersecurity and RegTech 
professional, George has extensive technical 
experience in network and server architecture, 
large scale migrations utilising leading technol-
ogy brands, and IaaS offerings.

Do you think PE firms are moving 
away from email as their primary 
communication tool? If so, why and what 
are they using instead? 
We’re not seeing our PE clients moving away 
from email, it is still actually the primary com-
munication tool that they use. Yes, they’re 
looking at other communication tools too, 
especially the more instant, collaborative tools, 
like Microsoft Teams and Slack, but they tend 
to have specific functions and email is still a 
primary tool.

Microsoft Teams is fantastic at bringing 
remote teams together for conference calls 
and group video calls, as well as one to 
one, or one to many instant message chats. 
Conversations are threaded so easy to find 
and kept in one place. 

Slack is another fantastic tool for asynchro-
nous communication. Usually used by client’s 
internal teams or project teams to collabo-
rate on specific projects, we are also seeing 
it being used to coordinate support enquiries 
in some cases. What we’re not seeing is a 

wholesale replacement of email with tools like 
Slack. It isn’t always appropriate for investor 
communications for example, or regulator 
communications. Email still wins out here. 
In fact, Slack itself has recognised the need 
to co-exist with email, and now allows users 
to integrate the Outlook calendar and send 
emails to Slack from Outlook.

What can firms do to ensure that 
communication tools don’t become 
a security risk or compromise their 
obligations relating to recording and 
transparency?
Cybercrime tactics have become so elaborate 
that even the most vigilant users can be taken 
in by sophisticated spear phishing scams. 
Advanced phishing techniques are elaborately 
customised to target specific organisations 
and use spoofing and impersonation to blend 
in and fool users. RFA works with clients to 
build a secure, scalable IT infrastructure that 
can support the communication and collabo-
ration systems they prefer to use. Most of our 
private equity clients use Microsoft Office 365 
or G-Suite as their email system, both of which 
have inherent security features and add-ons 
to ensure they are compliant with FCA data 
protection and information security regulations. 
Additional security layers that scan emails 
for anomalies provide additional data protec-
tion, and multifactor authentication forms an 
important part of firms’ identity and access 
management solutions. Microsoft doesn’t 
enforce out of the box multi factor authenti-
cation on Outlook web access or Teams for 
example, so we recommend that as a simple 
first step to embedding further security into the 
toolset.

For meeting recording and transparency 
requirements as set out in regulations such 
as MiFID II, there are integrations that can 
provide an auditable trail of communications 

How to improve your 
firm’s operations

Interview with George Ralph
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intelligence tools to analyse their data sets. 
When AI and machine learning capabilities are 
applied, the data becomes even more useful 
and firms can use it to model and predict 
how investments might grow or how inves-
tors behaviour might change and impact their 
business. As a complete managed service, 
our clients need no advanced programming or 
data science skills inhouse and the costs are 
regular, manageable and predictable. 

We pride ourselves on not only respond-
ing to our clients’ needs, but to anticipating 
them based on our knowledge of the market-
place, changing conditions and insights into 
the most innovative technology out there. We 
develop solutions that our clients need to be 
secure, efficient, profitable and competitive, 
sometimes, before they even know that they 
need them. n

across any electronic communication platform, 
including instant messages. Some clients have 
gone even further and worked with our custom 
development team to integrate Outlook with 
their order and portfolio management systems 
ensuring that all communications with inves-
tors are automatically recorded in a centralised 
location.

What other technology solutions could 
PE firms use to improve or streamline 
operations?
Making sense of data while staying secure 
and keeping on top of compliance require-
ments is a big issue for private equity firms. 
RFA has responded to that by developing a set 
of managed data services, which cover data 
warehousing, data governance, data recovery 
and DR, data ingestion and analytics. Offered 
as a set of managed services, RFA’s private 
equity clients can now store, manage, retrieve 
and analyse their structured and unstructured 
data sets, safe in the knowledge that they 
are compliant with all data protection regula-
tions. A key part of the managed data services 
portfolio is Compliance Park. Essentially, it’s 
a workflow tool and secure document vault 
for policies and procedures which sits outside 
of our clients’ and our own infrastructure, for 
absolute autonomy and security. It has been 
designed to help clients meet their regulatory 
requirements, prompting on contract end dates 
and key dates throughout the year. COO’s 
within our PE customer base have found it 
particularly useful as it prompts them to do 
regular reports, such as AIFMD Annex IV 
reporting.

In addition, our data management services 
support our private equity and hedge fund cli-
ents as they strive to mine data for intelligence 
that will help them optimise internal processes 
and improve deal decision making. Because 
private equity firms are heavily regulated  and 
their data science capabilities are limited, they 
need specialists to help them make sense of 
their structured and unstructured data but may 
not feel the in-house investment is justified. 
RFA leverages a secure and compliant data 
warehouse which ensures data governance for 
their pool of disparate data. Using integrated 
data ingestion tools to pull data in from differ-
ent sources, such as Bloomberg, Salesforce, 
Factset, Dealcloud, SS&C and many more, 
RFA enables firms to use advanced business 

George Ralph
Managing Director, RFA

George Ralph CITP, has successfully founded three technology firms along 
with C-level advisory services include M&A to numerous firms. George is 
a true leader and has been managing teams internationally, and leading 
technology transformation projects for over 20 years. A certified GDPR, Cyber 
assessor, Auditor, Architect and widely experienced cybersecurity and RegTech 
professional, George has extensive technical experience in network and server 
architecture, large scale migrations utilising leading technology brands, and IaaS 
offerings.

Making sense of data while staying secure and 
keeping on top of compliance requirements is a 
big issue for private equity firms.
George Ralph, RFA
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For many large cap and mid-market 
funds, cybersecurity risk is no longer 
a topic that is left off the boardroom 

agenda, in-fact effective cybersecurity risk 
management is considered a key driver for 
value creation.

Understanding cybersecurity risk provides 
investors’ confidence and comfort during the 
hold period and at exit stage avoiding the pit-
falls of value erosion. 

Value Creator – At exit, if the asset can pro-
vide clear evidence that cybersecurity risk has 
been controlled throughout the hold period, 
highlighted by a strong maturity posture and 
zero indicators of compromise. 

Value Erosion – Potential Impact to value and 
brand caused by security incidents such as 
service disruption, loss of Intellectual Property 
and data breaches.

The learning process to understand cyber-
security risk across the portfolio typically 
lead controllers to analyse the following key 
considerations:
• The cybersecurity risk on each of their 

holding assets, established against suitable 
best practice for their industry and size 

• The holistic cybersecurity risk picture for all 
assets across the portfolio

• The growth of the threat landscape for 
each of their assets as capital injects and 
enhances the businesses (investment 
hypothesis)

• New and emerging cybersecurity threats, 
such as new attack methods or threats 
being introduced as a result of technology 
and industries evolving

• The cost and time to achieve mitiga-
tion along with their priority

However, it’s clear from many discus-
sions with portfolio controllers that 

several challenges arise from this process. I 
have therefore identified my top four cyberse-
curity risk challenges for portfolio controllers 
and how to address them.

Cyber risk analysis – how to measure 
cybersecurity risk across the portfolio 
To understand cybersecurity risk across the 
portfolio each asset needs to have a cyber-
security assessment performed. In theory, 
reviewing all the results side-by-side ‘should’ 
indicate where cybersecurity risk sits across 
the portfolio. 

However, in practice this approach is where 
many challenges occur. For example, assets 
within different sectors, such as energy and 
retail, have completely different operating 
environments. As a result, they also have 
completely different threat landscapes and dif-
ferent operating reach.

A further challenge is percentage owner-
ship. Risk is viewed differently if you own a 
majority stake (>%51) over a smaller invest-
ment (not majority). Or maybe a smaller stake 
but a larger capital investment over a smaller 
majority stake.

Finding a consistent metric is key to over-
coming this challenge. As such, the deal 
thesis constitutes the only measurable metric 
that can be applied to all assets within the 
portfolio and that sets the lens to define risk.

Using this approach alongside traditional 
cybersecurity gap analysis style assessment is 
the key to comparing cybersecurity risk across 
the portfolio.

Understanding how the threat landscape 
evolves/widens during the hold period

Cybersecurity due diligence is now 
for many private equity firms an 

important part of the routine of 
deal-flow process. However, 
traditional cybersecurity 

Cybersecurity challenges 
for portfolio controllers

By Paul Harragan
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diligence only focuses on gaining an historical and cyberse-
curity risk posture state view at the time of the assessment. 
This will typically identify risk and provide a gap analysis 
against a chosen industry framework or standard.

The challenge for portfolio controllers is understanding 
the cybersecurity risk exposure when the invested capital 
is realised and the business operating model evolves, such 
as geographical or customer expansion via a new service 
offering, introducing new attack vectors and widening the 
threat landscape. 

To ensure portfolio controllers are best prepared, 
enhancements to the due diligence process are required. 
Using the deal thesis as a key risk lens will enable the 
assessment to threat model the future attack vectors and 
geographical compliances that the business will face and 
put in place preparations for both forecast budgets and 
operations.

Influencing boards to embed a strong cybersecurity 
culture
Consistency is vital when trying to measure cybersecu-
rity risk across the portfolio. How cybersecurity culture is 
embedded within the business typically starts from the 
boardroom. 

Decision makers need to be presented with facts on 
the cybersecurity front, which spawn forward-looking deci-
sions. A clear understanding of the cybersecurity related 
risks, especially when trying to decide what is the best 
course of action, can significantly help in minimising the 
risk of unexpected value erosion.

For investors the challenge is influencing the cyber-
security maturity expectation across the portfolio where 
scenarios are different (investment stakes are large and 
small, different operating models, size and complexity of 
the business, the industry the business sits in, etc). 

To overcome this challenge, decision makers in the 
boardroom need to gain visibility across all entities, collec-
tively or independently, by having a clear understanding of 
the cybersecurity risk exposure, and the holistic cyberse-
curity posture. This translates into having consistent and 
frequent cybersecurity reviews (due diligence), which will 
allow to quantify the cybersecurity risk exposure from a 
deal-flow perspective, understand the bigger picture by 
combining factual data originating from up-to-date external 
metrics. 

Replaying report results to the board will provide valua-
ble insight and a compelling argument to embed a strong 
cybersecurity culture that is aligned with the investors’ 
expectations. 

Understanding when enhancements to cybersecurity 
maturity is made or reduced
Typically, each portfolio asset will have a list of risks to miti-
gate or remediation projects to complete in order to reduce 

the risk of potential cybersecurity incidents. For portfolio 
controllers, understanding the real-time changes to the 
business when risks have been mitigated is important as 
this will reduce the risk profile of the asset. Alternatively, 
remediation projects may slip or run out of budget. 

A prominent consideration for portfolio controllers is 
understanding the maturity position. To overcome this 
challenge, the adoption of frequent cybersecurity assess-
ments is vital in ensuring risk mitigations are performed 
and there is an understanding of how new attack vectors 
are addressed. 

Frequent cybersecurity assessments based on both the 
deal thesis and standard best practices will enable portfolio 
controllers to understand the posture state of each of their 
assets at any given time throughout the hold period. If per-
formed correctly at the exit stage, evidence will be available 
to provide prospective buyers and insurance underwriters, 
protecting or even enhancing the EBITDA forecast. n

Paul Harragan
Director of Strategy and Operations,  
Cybersecurity, EY
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RFA is the technology partner to alternative investment firms who require end-to-end cloud, 
cybersecurity, infrastructure and application solutions. RFA is a global, next-generation MSP with 
a distinguished 30-year pedigree

Unlike other industry offerings, RFA does not put firms “in a box”; its culture of innovation and 
thought leadership empowers businesses to compete how they want to – securely. 

Contact: George Ralph | sales@rfa.com | +44 (0)20 7093 5000

www.dfinsolutions.com

www.ey.com

Private equity firms, portfolio companies and investment funds face complex challenges. They 
are under pressure to deploy capital amid geopolitical uncertainty, increased competition, higher 
valuations and rising stakeholder expectations. Successful deals depend on the ability to move 
faster, drive rapid and strategic growth and create greater value throughout the transaction 
lifecycle. EY taps its global network to help source deal opportunities and combines deep 
sector insights with the proven, innovative strategies that have guided the world’s fastest 
growing companies. Our clients discover powerful new ways to create unexpected paths to 
value – generating positive economic benefits for both investors and society. That’s the power 
of positive equity.

Contact: Paul Harragan | paul.harragan@uk.ey.com

Donnelley Financial Solutions, (DFIN) offers end-to-end risk and compliance solutions. 

Whether you’re looking for highly secure due diligence for an M&A, IPO, fundraising or developing 
a document repository, you need a virtual data room and the support of trusted industry experts 
who give you confidence with answers to your questions. 

Venue® is an award-winning Virtual Data Room offered the M&A award for four consecutive years. 
It has best in class security features to protect your data, including multi-factor authentication, 
256-bit encryption, adherence to SOC2 standards and more. 

eBrevia is a fast-growing subsidiary of Donnelley Financial Solutions, providing advanced natural 
language processing technology and tools for law firms, audit/consulting firms, and corporations 
to automate the reading and summarisation of legal documents. Based on technology developed 
in partnership with Columbia University’s Data Science Institute, we are providing the next wave 
of legal software – artificially intelligent systems that actively assist the lawyer, using machine 
learning, NLP, and data mining to help them make sense of reams of information. eBrevia clients 
come from a variety of industries including energy, education, technology, legal, heavy equipment, 
industrial products, building materials, commercial real estate, audit/consulting, business process 
outsourcing, financial services, professional services, pharmaceutical, and private equity. They 
include some of the world’s largest corporations, law firms and audit/consulting firms.

Contact: Miranda Gray | miranda.gray@dfinsolutions.com | +44 (0)20 3047 6162
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North America's premier virtual event for CIOs, CFOs and
COOs working in private equity
 
At  PEWlive US, private equity groups — spanning small and
emerging managers through to large established global players
— will share their views on how they think about the operational
challenges facing the asset class:
 

US operation value-add

View the agenda &

register  

02 - 04 JUne 2020

What are the key issues COOs are focusing on, in light of the COVID-19 pandemic?
 How has COVID-19 changed the way COOs think about supply chain risk in portfolios? 
What metrics are COOs using to measure the impact of  operating partners  on company
performance?
What trends and challenges are emerging for Operational Due Diligence? 
How is the ODD process evolving in line with technology innovation?
... and much more
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